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@ Scalability (crawling, indexing, searching, ranking)
@ Relevance (query to document match)
@ Static ranking (content quality)

@ Incentives for cheating (%)
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Detection This is a talk about academic research!
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Tools for dealing with Web Spam
Publicly Known Used by Search Engines

Too hard to implement Publicly Too detailed to explain

. . known and
Does not work in practice

. Creates competitive advantage
used in P &

Has not been tried yet practice

Does not work if revealed
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Web Spam
“The sum of all human knowledge plus porn” — Robert Gilbert
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Web Spam

Link spam

Content spam

Cloaking
Comment/forum /wiki spam
Spam-oriented blogging
Click fraud x2

Reverse engineering of ranking algorithms
Web content filtering
Advertisement blocking
Stealth crawling

Malicious tagging

more?
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Web Spam

X Spamdexing

e Keyword stuffing

e Link farms

e Spam blogs (splogs)
e Cloaking

Adversarial relationship

Every undeserved gain in ranking for a spammer, is a loss of
precision for the search engine.

Beeren Nalve Web Spam
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Texas hold 'em (or simply hold 'em or holdem) is the
most popular of the community card poker games. It is the
most popular poker variant played in casinos in the
western United States, and its no-limit form is used in the
main event of the World Series of Poker (abbreviated
WSOP), widely recognized as the world champienship of
the game.

Seven-card stud is a poker variant. Until the recent
increase in popularity of Texas hold 'em, Seven-card stud
was the most popular poker variant in home games across
the United States, and in casines in the eastern part of the
country.

Sign Up for 1 Stop's
Newsletter!

Your E-Mail:— Omaha hold '‘em (cr Omaha holdem or simply Omaha)
is a community card poker game based on Texas hold 'em.
1t was originally created as a high-hand only game, buta

Subscribe! high-low split variant called "Omaha eight-or-better” has
- also become popular.

Five-card draw is often the first poker variant learned by
most players, and is very common in home games although
Great Poker Tips, #8 it is now rare in casino and tournament play. The lowball
TRisrer= s o g e 90 Hans st variations make more interesting games and are more
are strong enough to play from an commonly played in casinos. Two to eight players can play.
early position. Players are maling
2 big mistale if they play weak or Source: Wikipedia, the free encyclopedia.
marginal hands without giving
consideration to their position.

— Bill Burton, Get the Edge at Low
Limit Texas Hold'Em. Bonus
Books, 2002
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Want the edge? pokerpoker poker poker poker poker poker poker poker

Get the book!

LTEE EDGER
LOMZEIM T

® Scripts Currently Forbidden [<script=>: 1] [J+F+P: 0] Optiens... | &

Done Adbluck @ Proxy: Nuri

bt Made for Advertising

R. Baeza-Yates

Home Security Webpage » Home security system - Se te Blasts Kill Nearly 100 in Iraq - Mozilla Firefox
Eile Edit wiew Go Bookmarks Tools Hel MNone~ DMy Yahoo! | B sk posts Bl com Bl Ecosofia Bl com »
Web Spam el e o i = = 2 Besrn &
WMo & oa- 3« Ep o+ | [ httpjwww.home-security-webpage .comjhome-security-system-separate-blasts-kill-ne i |+
78 [ | Web Spam Test Collections B [ | Home Security Webpage... [d | [ | (Untitled) @| 8

-

Home Security Webpage

Archived Entry

Ads by Goooooogle Advertise on this site

Alarm Systems Fost.Date:

LCooking to find alarm systems? isit our alarm Tuesday, Nov 22nd, 2005 at

systems guide. S

OnlyAlarmSystems.com Fu P
Category :

Security Systems Uncategorized

Se ecteé Security System Deals Find Exactly What Do More :

You Want Today

v, 5 ecurity-Systems.in You can trackback from your
own site.

Centurion Wireless System Ads by Gooooooale

Panic Alarm System for Public Facilities and

Courthouses. Prevent Home

wiww. stoptechitd.com T T T
Burglary

: Home burglary is

Uncategorized 22 Nov 2005 02:03 pm rampant. Read all

Home security system - Separate Blasts Kill Nearly 100 in Irag ab"tUt security
systems.

v, for-the-touchdow

Separate Blasts Kill Nearly 100 in Irag
Washington Post - By Ellen Knickmeyer and MNaseer Nouriwashingten Post Foreign

ServiceSaturday, November 19, 2005; Page AL BAGHDAD, Nov. AP) Video Security
Security Video Shows Huge Explosionvideo from a security camera at the Hamra Industry News
. . . Latest on CCTV,

Hotel in Baghdad look at the fallen troopsthome towns, ages, service categories :

aiba loss prevention,
A0 access control &
Rood girl's game of strip :ﬂortif(_)[pr?f:_ i b

E Find: | filters (@ Find Next (@ Find Previous [Z|Highlight all [ mMatch case

.S'_f Proxy: None | &,

Done




Web Spam

pecion O€arch engine?

R. Baeza-Yates

Web Spam

Boolmark Home
Page Home

Top Searches: lava soft php script top soft java script MP3

# Acne

# Weight Loss Pills Top Web Results

# Debt Consolidation

# Loan Results 1-16 containing "sperts hook"
# Dornain Mames

# Advertising 1. Place Your Bet with #1 Sports Betting Site Online

# Online Pharmacy Kentucky Derby. MEA, MLE, MHL and all other sports betting and odds. Flace a full ran
i Hon_xe Teanelm sportshook in Morth America
# Dedicated Server R e
# Car Rental g e el
# Adipex

# Lewitra

# Online Poler

# Work At Home
% Propecia

# Consolidate Dehbt
# Mortgage Rates
# Online Craps

# Vegas Casinos

# Buy Ionamin

2. AnteUp GamblingLinks.com - Safe Online Casinos
Links to safe and secure online casing garbling and sports betting including reviews. ne

3. Free Casino Bonuses. Links To the Best Casinos
Get $20 - $500 in Free Chips. Most popular casino games with great graphics. Play for £
rules and strateqy. Links to the Best Casinos

4. AnteUp GamblingLinks.com - Safe Online Casinos
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Web Spam
.+ Boolkmark . Home Page .+ Home

—

SOFT SENRCH

‘i‘—-

Top Searches: lava soft php script top soft java script MP3

# Canadian Pharmacy
# Debt Consalidation Top Weh Results
# Ornline Loan

# Diet Results 1-18 containing "1203kasd132kadsd1kj230asd123"
# Credit Reports e
# Online Poker

1. A Real Work At Home Business Opporbunity!

# Xenical . Free Home Business Match Up Service! We have helped 1000's of people make $5.00
# Buy Ionamin + R L B 1 BeLl

# Diet Pills h h o o

RInlire Graps 2. Exotic Holiday - Find Your Love

# DirecTV

e Exotlc 1.10.].1'.?1&)' 15 g.'reat; w.:ay.hn.:w to f]:.lld lowe when you travel. Meet new people. Meet,
# Dedicated Server T zis
# Car Insurance

# Buy Fhentermine
# Debt

# Weight Loss Pills
# Pay Day Loans

# Home Loan

# Refinance

3. Image, Photo, Digital, Video and Movie software
Find guality image management &amp: digital asset softw are for your business. Also sc

4. Renting a Birthday Party Limousine is Sexy
What better way to surprise your lowed one on their special day than with a birthday ¢
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Website design, management, marketing and
promotion

If you are searching for any of the follow ing topics:
* Website desimm. management, marle ting and promotion.
# Webhsite desimm. management, marleting and promotion resources.
* Website design. management, marketing and promotion related topics.
* Website desim, management, marketing and promotion services.
Loock Mo further. You'll find it at Website desi ment, marketing and promotion!
Website design, management, marketing and promotion is the key to your needs. You're one step ahead with Dry Media.
Website design. management, marketing and promotion brought to you by Dry Media, the leaders in this field.
At the Website desiym. management. marketing and promotion web site, you'll discower an easy to use, information packed source

of data on Website desigm, management, marketing and promotion.
Click Here to Learn More about Website desimn, management. marketing and promotion.
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Web Spam

Cloaking:
different contents

at the same URL

Normal document

A

Search Engine

Buy viagra now!
Search engine

results page

Click on
the result

User
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Web Spam

Redirection

Redirect:
hidden from the
search engine

Normal document

Search Engine [«

Search engine
results page

Automatic redirection

Buy viagra now!

User

Redirects using Javascript

Simple redirect
<script>

document.location="http://www.topsearchl0.com/";

</script>

“Hidden” redirect
<script>

varl=24; var2=varl;
if (vari==var2) {

}

</script>

document.location="http://www.topsearchl0.com/";
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Obfuscated redirect

<script>

var al="win",a2="dow",a3="loca",a4="tion.",
ab="replace",a6="(’http://www.toplOsearch.com/’)";
var i,str="",

for(i=1;i<=6;i++)

{
}

eval(str);
</script>

str += eval("a"+i);

Web Spam

et Problem: really obfuscated code
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Web Spam

Encoded javascript

<script>

var s = "%5CBEOD%5C)%05GDHJ _BDE%16. . .%04%0E" ;

var e = ’’, 1;

eval (unescape (’s/,eDunescape’28s%29%3Bfor...%3B’));
</script>

More examples: [Chellapilla and Maykov, 2007]
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Web Spam
Detection Web Pages Features
0.3
. 0.9

1.7 —
4.5 ‘
3.2

0.0 Machine Learning

System (ML)

Learning

Training
Labels
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Training set Features

ENE

1.7 JHIE !
4.5
3.2

L|| 0.0 "

Training
labels

Discriminating power
of feature 1 = x

Discriminating power
of feature 2 =y

Best feature => root of decision tree

bescion Decision Tree (error = 15%)

R. Baeza-Yates

Web Spam

Detection 100 pages

X<=a X>a

60 pages= 40 pages=
50 spam + 10 normal 35 normal + 5 spam
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R. Baeza-Yates

100 pages

Web Spam
Detection

60 pages=

50 spam + 10 normal y<=b

35 pages= 5 pages=
34 normal + 1 spam 4 spam + 1 normal

Web Spam

vecton  Machine Learning (cont.)
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New

Web Pages Features
Predictions

/'__ . —

0.3 | A

0.9 ) ) Normal
17 _ Machine Learning

= System (ML)

32 S
0.0 J pam
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Relevant
Web Pages Features
03
| Featux.‘e R X
Extraction 1.7
45
32
*Contents o - 0.0
sLinks
*Clicks
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Machine Learning Challenges:
@ Instances are not really independent (graph)
@ Learning with few examples

@ Scalability
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Web Spam
Detection

Information Retrieval Challenges:
@ Feature extraction: which features?

Feature aggregation: page/host/domain

°
@ Feature propagation (graph)
@ Recall/precision tradeoffs

°

Scalability

Web Spam
Detection

R. Baeza-Yates

A Reference
Collection

e A Reference Collection
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A Reference
Collection

@ It is dangerous for a search engine to provide labelled
data for this

@ Even if they do, it would never reflect a consensus

Web Spam

peeton  Assembling Process
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A Reference
Collection

@ Crawling of base data

@ Elaboration of the guidelines and classification interface
@ Labeling
°

Post-processing
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A Reference
Collection

U.K. collection

77.9 M pages downloaded from the .UK domain in May 2006
(LAW, University of Milan)

@ Large seed of about 150,000 .uk hosts
@ 11,400 hosts

@ 8 levels depth, with <=50,000 pages per host

Web Spam

e (Classification interface
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A Reference
Collection

@ We asked 20+ volunteers to classify entire hosts
@ Asked to classify normal / borderline / spam

@ Do they agree? Mostly ...

Web Spam

peecton  Agreement
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Labels
Label Frequency Percentage
s Normal 4,046 61.75%
Collection Borderline 709 10.82%
Spam 1,447 22.08%
Can not classify 350 5.34%
Agreement
Category  Kappa Interpretation
normal 0.62 Substantial agreement
spam 0.63 Substantial agreement
borderline 0.11 Slight agreement
global 0.56 Moderate agreement

Besten Result: first public Web Spam collection

R. Baeza-Yates

@ Public spam collection
o Labels for 6,552 hosts

A Reference

Collection e 2,725 hosts classified by at least 2 humans

o 3,106 automatically considered normal (.ac.uk,
.sch.uk, .gov.uk, .mod.uk, .nhs.uk or .police.uk)

o http://www.yr-bcn.es/webspam/

@ Upcoming Web Spam challenge
e Track I: Information retrieval + Machine learning
e Track Il: Machine learning
o http://webspam.lip6.fr/
e AIRWeb 2007 Workshop (challenge results available)

e Regular and short papers
e Track | of the Web Spam Challenge
o http://airweb.cse.lehigh.edu/2007/
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Home || Call for Papers Submissions Contact May 8th, 2007 — Banff, Alberta, CA

A Reference
Collection

AIRWeb 2007

Third International Workshop on:
Adversarial Information Retrieiaton t_he.\j,v_e

e G S

Welcome!

AIRWeb is a series of international workshops focusing on
Adversarial Information Retrieval on the Web that brings
together both researchers and industry practitioners, to

present and discuss advances in the state of the art.

This year, ARWeb2007 will be co-located with the WWWQ7

conference in Banff, Canada. The workshop will include a Web

Spam challenge that will test different spam detection

techniques on a shared reference collection. Accepted papers .
Chiba, Japan

will be posted on the ACM Digital Library.

Web Spam
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Web Links

@ Web Links
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Web Links
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Web Links

2 L \V~
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Scale-free networks

(a) Random network (b) Scale-free network
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Web Links
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Web Links

How to find meaningful patterns?

Several levels of analysis:
@ Macroscopic view: overall structure
@ Microscopic view: nodes

@ Mesoscopic view: regions

Macroscopic view, e.g. Bow-tie

Giant
Strongly-Connected Component

[Broder et al., 2000]
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Web Links

Macroscopic view, e.g. Bow-tie, migration

7.78%

— . S

53.03%

[Baeza-Yates and Poblete, 2006]

Macroscopic view, e.g. Jellyfish

\\ /

[Tauro et al., 2001] - Internet Autonomous Systems (AS)
Topology
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Web Links

Very densely connected COI‘D
R
—

Tentacles

beector Microscopic view, e.g. Degree

Detection
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Web Links

=X)

Prdegree

— | Degree

[Barabasi, 2002] and others
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Chile

Greece

Web Links

[Baeza-Yates et al., 2006b] - compares this distribution in 8
countries ... guess what is the result?

beecter Mesoscopic view, e.g. Hop-plot

Detection
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Web Links
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Web Links LN
5 A

Y
! 'i‘
1
Neighbors

O -:j{..

. 1

) ) . -
L S ) .

A _ Distance

beecter Mesoscopic view, e.g. Hop-plot

Detection
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.it (40M pages) .uk (18M pages)

0.3 0.3
» 02 z» 02
5 5
= =
Web Links g g
= 0.1 = 0.1
0.0 0.0 S
5 10 15 20 25 30 5 10 15 20 25 30
Distance Distance
.eu.int (800K pages) Synthetic graph (100K pages)
0.3 0.3
y 02 5 02 /\
5 5 /
=1 =1
g g
£ 01 £ 01 k
0.0 B— 0.0
5 10 15 20 25 30 5 10 15 20 25 30
Distance Distance

[Baeza-Yates et al., 2006a]
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Macroscopic Mesoscopic Microscopic
A A
Web Links
- L
Connected components Hop-plots Zipf's law
Jellyfish structure Link-based ranking Degree distributions
Bow-tie structure Clusters, communities
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Topological Web

Spam e Topological Web Spam
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Spam Normal
page page

Topological Web
Spam

Normal
pages

Single-level farms can be detected by searching groups of
nodes sharing their out-links [Gibson et al., 2005]

baecton Motivation

R. Baeza-Yates

Fetterly [Fetterly et al., 2004] hypothesized that studying the
distribution of statistics about pages could be a good way of

detecting spam pages:

Topological Web
Spam

“in a number of these distributions, outlier values are
associated with web spam”
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Topological Web
Spam

Handling large graphs

For large graphs, random access is not possible.
Large graphs do not fit in main memory

Streaming model of computation

Semi-streaming model

@ Memory size enough to hold some data per-node
@ Disk size enough to hold some data per-edge

@ A small number of passes over the data
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Topological Web
Spam

Restriction

Semi-streaming model: graph on disk

1

2
3
4
5:
6:
7
8
9

10:
11:
12:
13:

for node: 1... Ndo
INITIALIZE-MEM(node)

. end for
. for distance : 1...d do {lteration step}

for src: 1 ... N do {Follow links in the graph}
for all links from src to dest do
COMPUTE(src,dest)
end for
end for
NORMALIZE
end for
POST-PROCESS
return Something

Link-Based Features

Degree-related measures

PageRank

TrustRank [Gyongyi et al., 2004]

Truncated PageRank [Becchetti et al., 2006]
Estimation of supporters [Becchetti et al., 2006]

140 features per host (2 pages per host)
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‘ [l Norma| ] Normal ==
0.4 ®Spam 1 — [\

Topological Web
Spam
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Counting of
Supporters

High and low-ranked pages are different
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Distance

Areas below the curves are equal if we are in the same
strongly-connected component

Probabilistic counting
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0 Target 1 Count bits set
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[Becchetti et al., 2006] shows an improvement of ANF
algorithm [Palmer et al., 2002] based on probabilistic
counting [Flajolet and Martin, 1985]
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bg(x) = minj<q{|N;j(x)|/|Nj=1(x)|}. Minimum rate of growth
of the neighbors of x up to a certain distance. We expect that
spam pages form clusters that are somehow isolated from the
rest of the Web graph and they have smaller bottleneck

numbers than non-spam pages.

Counting of
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Most of the features reported in [Ntoulas et al., 2006]
@ Number of word in the page and title

Average word length

Fraction of anchor text

Fraction of visible text

Compression rate
Content-based

Spam detection

Corpus precision and corpus recall
Query precision and query recall

Independent trigram likelihood

Entropy of trigrams
96 features per host

Web Spam

peecton Average word length
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Figure: Histogram of the average word length in non-spam vs.
spam pages for k = 500.
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Figure: Histogram of the corpus precision in non-spam vs. spam
pages.
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pages for k = 500.
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Web Topology

e Web Topology

General hypothesis

Pages topologically close to each other are more likely
to have the same label (spam/nonspam) than random
pairs of pages.

Pages linked together are more likely to be on the same topic
than random pairs of pages [Davison, 2000]
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Histogram of fraction of spam hosts in the in-links
@ 0 = no in-link comes from spam hosts

e 1 = all of the in-links come from spam hosts
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Histogram of fraction of spam hosts in the out-links
@ 0 = none of the out-links points to spam hosts

@ 1 = all of the out-links point to spam hosts
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Classify, then cluster hosts, then assign the same label to all
hosts in the same cluster by majority voting

Baseline  Clustering

Without bagging
True positive rate  75.6% 74.5%

False positive rate  8.5% 6.8%
F-Measure 0.646 0.673
Web Topology With bagging
True positive rate  78.7% 76.9%
False positive rate  5.7% 5.0%
F-Measure 0.723 0.728

¥ Reduces error rate
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Classify, then interpret “spamicity” as a probability, then do a
random walk with restart from those nodes

Baseline | Fwds. Backwds. Both

Classifier without bagging
True positive rate  75.6% | 70.9%  69.4%  71.4%
False positive rate  8.5% 6.1% 5.8% 5.8%
F-Measure 0.646 0.665 0.664 0.676
Classifier with bagging
True positive rate  78.7% | 76.5%  75.0%  75.2%
False positive rate  5.7% 5.4% 4.3% 4.7%
F-Measure 0.723 0.716 0.733 0.724

Web Topology

Web Spam

peecton~ |dea 3: Stacked graphical learning
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Classify, then add the average predicted “spamicity” of
neighbors as a new feature for each node, then classify
again[Cohen and Kou, 2006]

Avg. Avg. Avg.
Baseline of in  of out of both
True positive rate  78.7% 84.4% 78.3% 85.2%

Web Topology False positive rate  5.7% 6.7% 4.8% 6.1%
F-Measure 0.723 0.733 0.742 0.750

¥ Increases detection rate




Web Spam

et ldea 3: Stacked graphical learning x2

R. Baeza-Yates

And repeat ...
Baseline First pass Second pass
True positive rate  78.7% 85.2% 88.4%
False positive rate  5.7% 6.1% 6.3%
F-Measure 0.723 0.750 0.763

Web Topology

¥ Significant improvement over the baseline

Web Spam
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@ Conclusions

Conclusions
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¥ The UK-2006-05 dataset is “harder” than previous
datasets

V¥ Considering content-based and link-based attributes
improves the accuracy

¥ Considering the dependencies improves the accuracy

Conclusions
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Thank you!

Conclusions
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